COSSACK LABS

COSSACK LABS LIMITED PRIVACY
POLICY

This Privacy Policy describes how your personal information is collected, used, and shared
when you visit or subscribe to https://www.cossacklabs.com/ (the “Site”) and all its subdomains
via the subscription and/or registration form(s) present on the Site. By accessing the Site you
agree to the terms of the Privacy Policy. If you do not agree to the terms of this Privacy Policy,
please do not access or use Cossack Labs Limited website(s).

PERSONAL INFORMATION WE COLLECT

When you visit the Site, we automatically collect certain information about your device,
including information about your web browser, IP address, time zone, device model.
Additionally, as you browse the Site, we collect information about the individual web pages or
products that you view, what websites or search terms referred you to the Site, and information
about how you interact with the Site. We refer to this automatically-collected information as
“Device Information.”

We collect Device Information using the following technologies:

e “Cookies” are data files that are placed on your device or computer and often include
an anonymous unique identifier. For more information about cookies, visit the Cossack
Labs Cookie Policy page. To find out how to disable cookies, we recommend visiting a
third-party website http://www.allaboutcookies.org (Cossack Labs Limited is not
responsible for the information and the possible losses caused by using the information
provided at http://www.allaboutcookies.org).

e “Log files” used by third-party user data collectors (Piwik) track actions occurring on
the Site and collect data including your IP address, browser type, Internet service
provider, referring/exit pages, and date/time stamps.

When we talk about “Personal Information” in this Privacy Policy, we are talking both about
Device Information and user emails/passwords.

The products of Cossack Labs Limited collect no user data, sensitive or whatsoever.
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The only place where the users’ Personal Information (emails and passwords) might be
collected is the subscription and registration forms on the Site (https://www.cossacklabs.com/)
and its branches in the same domain (i.e. https://themis.cossacklabs.com/,
https://docs.cossacklabs.com/. etc.). We only store the emails (in encrypted form) and
password hashes (meaning the passwords are never stored in plaintext and are safe with us).

HOW DO WE USE YOUR PERSONAL INFORMATION?

We use the Device Information that we collect to improve and optimize our Site (for example,
by generating analytics about how our visitors browse and interact with the Site, and to
assess the success of our marketing and advertising campaigns).

SHARING YOUR PERSONAL INFORMATION

We do not share your Personal Information with third parties except for Piwik. And we use
Piwik only to help us understand how our Site is used by the visitors and to improve the user
experience of visiting the Site.

YOUR RIGHTS

You have the right to access the Personal Information we hold about you and to ask that your
Personal Information is corrected, updated, or deleted. If you would like to exercise this right,
please contact us through the contact information provided below.

DATA RETENTION

When you leave your name or email through the subscription form(s) on the Site, we will
maintain your Information for our records unless and until you ask us to delete this
information.

MINORS

The Site is not intended (but is not prohibited for visiting) for individuals under the age of 16. It
contains no inappropriate information for minors (or persons of any age), but we consider data
security and encryption a matter of interest mostly for people with at least a high-school level
of knowledge of computer science so we use the language of complexity appropriate for
persons of age 16+.

DOCUMENTATION SERVER

An integral part of the Site is to be found at the address https://docs.cossacklabs.com/. We
refer to this part of the Site as Documentation Server for convenience. All the terms of service
and Privacy Policy apply to it similarly to the Site, even though visually it employs a design
slightly different to that of the main portion of the Site.

CHANGES

We may update this Privacy Policy from time to time in order to reflect, for example, changes
to our practices or for other operational, legal or regulatory reasons. In case of minor
wording changes to our Privacy Policy (i.e. adding more detailed descriptions of the
practices we use
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for storing and processing user data) we reserve the right not to notify the users about such
changes at all so as not to spam up our users’ email inboxes (because we hate spam as much
as everyone else). However, you can request to be notified about all and any changes in our
Privacy Policy by sending us an email with a topic “Send me all PP notifications” to
info@cossacklabs.com. Sending such an email is considered as giving Cossack Labs Limited
an explicit consent for being sent notifications about all and any changes to our Privacy Policy.

GDPR PRIVACY NOTICE

To comply with the GDPR, Cossack Labs Limited will be what’s known as the ‘Controller’ of
the personal data you provide to us. The handling of the data by Cossack Labs Limited is
described above.

Why we need your data

We need to know your basic personal data (email and cookie data) in order to provide you with
product and website updates and news after receiving an explicit consent from you to receive
such information (already described in this Privacy Policy), as well as to provide you the best
user experience when you visit our Site.

Please also see our Cookie Policy for more information.

How long we keep your data

Your personal information will be kept with us until you notify us that you no longer wish to
receive this information and/or want us to delete and forget your data. You can unsubscribe at
any time by writing us an email.

What are your rights

If at any point you believe the information we process on you is incorrect, you can request to
see this information and have it corrected or deleted. If you wish to raise a complaint about
how we have handled your personal data, you can contact us to have the matter investigated
at info@cossacklabs.com.

CONTACT US

For more information about our privacy practices, if you have questions, or if you would like to
make a complaint, please contact us by email at info@cossacklabs.com or by mail using the
details provided below:

Cossack Labs

190 Clarence Gate Gardens
Glentworth Street

London NW1 6AD

United Kingdom
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